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OVERVIEW

TPx Managed Inbox and Detection and Response (IDR), powered by GoSecure, is an advanced anti-phishing solution, used
to submit any suspicious email to the GoSecure Threat Detection Center for expert analysis. Reporting suspicious emails
strengthens your organizations security posture and helps prevent phishing attacks.

As an IT/Security administrator for your company, you have access to the managed IDR portal to view all reported
messages and their status. You can also manually change status and view online reports of overall usage.

This guide covers the quarantine Administrator experience and what to expect while using TPx Managed IDR.

SUPPORTED APPLICATIONS

TPx IDR integrates with Microsoft Office 365 and is currently supported in the following versions of Microsoft Outlook:

e Microsoft Outlook Desktop Client
o Outlook 2016 or newer
e Microsoft Outlook Web Access (OWA) Client
e  Microsoft Outlook for iOS
e  Microsoft Outlook for Android

QUARANTINE ADMIN ROLE

The Quarantine Administrator has access to the GoSecure IDR Admin Center, which includes visibility on the_Statistics page
and the ability to view and manage messages submitted for Analysis in the Quarantine section.

HOW TO ACCESS THE GOSECURE ADMIN CENTER

The GoSecure Admin Center is accessed navigating to: https://portal.idr.gosecure.net)

1. On the login page, there are four login options:

[] Gosecure Inbox Detection & Response central login

Welcome. Choose your login provider to login.

=+ GoSecure Inbox Detection & Response account

B4 Microsoft Exchange account

28 Windows as current user

Windows as different user
& Office 365 account

O Remember me
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NOTE: Select Office 365 Account to access the Admin Center to go to the
Microsoft sign-in screen.

2. Enter your email address, then click Next.

BE Microsoft
Sign in

}Ema:i phone, or Skype

No account? Create one!

Can't access your account?

Back Next

C% Sign-in options
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3. Enter your password, then click Signin.

B® Microsoft
€ gosecureqadmin@teamstpxone.onmicrosoft.com
Enter password

Password

Forgot my password

4. Once logged in, the Statistics Overview page displays.

g NOTE: For any subsequent logins after your first login, the portal defaults to the
last page visited in the prior of the admin center.

5. You can change between the Statistics and Quarantine pages, from the navigation pane on the top of the screen.

L] GoSecure Inbox Detection & Response Central Admin

GoSecure IDR

T

Statistics Quarantine

Other

ally, Statistics
""" GoSecure DR > C
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STATISTICS OVERVIEW

The Statistics Overview page summarizes your organization's submitted messages, broken down in various charts, graphs
and tables — the 3 main categories are:

e 30-Days Summary
e Qvertime
e Recently Reported Emails

] Gosecure Inbox Detection & Response Central Admin

GoSecure IDR
alliy ’fh
Statistics Quarantine
Other
allia tatistics
= GoSecure IDR > Other > Statistics
™\ Failure -y Virus
"y Unprocessed "\ Spam
= Invalid ~ Adult
15 = Threat , Phish
" Safe " Safe
13 total submissions Caution Caution
4 malicious message detected
2 unique users
3 mins average response time
Domains: Quick Date Filtering: Start Date: End Date:
(Al domains) | Please select -| (a2 -| [3/2572022 - “
Number of submissions by category Top users by number of submissions
4 M railure M Failure.
Il Unprocessed Il Unprocessed
35 M imvalid W rrvalid
I sofe GosecureQAdminGteamstpxone.onmizosofiom I ssfe
3 I caution I caution
I spam B spam
25 W vins W vins

30 DAYS SUMMARY

The top section, 30 Days Summary includes two donut graphs with a breakdown of the total number of submissions over
the last 30 days.
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30 Days Summary

13 total submissions

2 unique users

4 malicious message detected

3 mins average response time

=\ Failure

"™\ Unprocessed

™=\ Invalid

™\ Threat

"\ safe 23%
"\ Caution

=\ Virus
"™\ Spam
=\ Adult
™\ Phish
"\ Safe
"\ Caution

1. Thereis a quick summary of the total amount of message submissions over the last 30 days, number of malicious
messages detected, number of unique users submitting messages, and the average response time for receiving an
Alert Status classification for the message. (For additional detail around the different classifications, refer to
Appendix A: Classification Definitions & Predefined Actions).

13 total submissions

4 malicious message detected

2 unique users

3 mins average response time

2. The first donut chart breaks down the number of submissions the classification provided (Safe, Caution, Threat)

and the exception classifications (failure, unprocessed, invalid).

"\, Failure

™\ Unprocessed
" Invalid

™\ Threat

N, safe

"™\ Caution
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3. The second donut chart breaks down the classification by safe, caution and a granular classification for threats
(Virus, Spam, Adult, Phishing).

™\ Virus
"\ Spam
"\ Adult
"™\ Phish
"\ Safe

Caution

23%

OVERTIME

The next area of the Statistics section is labeled as Overtime. This section displays Domain and date filter bar drop-down
menus which apply to each of the 4 various graphs detailed below.

Domains:

(All domains) - | | Please zelect v | | 2/26/2022 - | |3/28/2022 - “

Quick Date Filtering: Start Date: End Date:

Domains — used to display all Microsoft domains associated with TPx Managed IDR (default) or select an individual
domain. In most circumstances, you only have a single domain listed here.
Quick Date Filtering — used to filter these graphs based on a calculated date range. The options include:

a. Today

b. Last7 Days

c. Last30 Days

d. Last90 Days
Start Date/End Date — used to filter these graphs based on an absolute date range. This displays a specific
submission timeframe outside of quick date filtering options.

NUMBER OF SUBMISSIONS BY CATEGORY

The first graph displayed is the Number of Submissions by category stacked bar chart. This chart displays the number of
submissions on a given date with categories represented by assorted colors on each day. Hovering your cursor over the
chart displays more details for the submission history on that day.

©2022 TPx Communications



MNumber of submissions by category
4
3/20/2022
33 M Failure : 0
3] W Unprocessed : 0
M Invalid : 0
25 m Safe ; 2
[ Caution : 0
27 [ Spam : 1
15 W Virus: 0
MW Adult: 0
1 M Phish : 1
u - T T T T T T T
01/03/2022 05/03/2022 09/03/2022 13/03/2022 17/03/2022  21f03/2022
03/03/2022 07/03/2022 11/03/2022 15/03/2022 19/03/2022

M Failure

I Unprocessed
B valid

B safe

- Caution

- Spam

W virus

W 2dult

I rhish

X

TOP USERS BY NUMBER OF SUBMISSIONS

The next graph displays a breakdown of how many messages users submitted for analysis. Each user email address is
associated with your Microsoft Tenant. Like the number of submissions by category graph, each bar has colors
representing the classification of each submission. You can also hover to view additional details on this graph.

Globaltestadmin@teamstpxone.|

GosecureQAdmin@teamstpxone.onmicrosoft.com

Top users by number of submissions

GosecureQAdmin@teamstpxone.onmidosoftoom

Failure : 0
Unprocessed : 0
Invalid : O
Safe: 6

Caution : 0
Spam : 0

Virus : 0

Adult : 0

Phish : 2

M Failure

I Unprocessed
M 1nvalid

[ safe

- Caution

[ spam

- Wirus

I 2dult

I rhish
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UNIQUE USERS

This line area chart displays the running count of how many unique users utilized TPx Managed IDR on a particular day. You
can also hover to view additional details on this chart.

Unique users

M 10/03/2022: 1

01/03/2022 03/03/2022 05/03/2022 07/03/2022 09/03/2022 11/03/2022 13/03/2022 15/03/2022 17/03/2022 19/03/2022

TOP DOMAINS BY NUMBER OF SUBMISSIONS

The top Domains by number of submissions stacked bar chart displays a breakdown of the submissions made on your
Microsoft Tenant, broken down by domain. You can also hover to view additional details on this chart.

Top domains by number of submissions

teamstpxone.onmicrosoft.com Il Failure y

M Failure: 0 = ;Jnr;:::dcm

M Unprocessed : 0 =

m Invalid: 0 —p

m 5afe: 9 —pi

[ Caution: 0 B s
teamstpxone.onmicrosoftcom | Spam 1 - adult

W Virus: 0 —J

W Adult:0

W Phish:3
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RECENTLY REPORTED EMAILS

The last section displays a table of your organization’s most recently submitted messages for analysis by the GoSecure
Threat Detection Center. The following fields are available:

Date
o The date the original submitter sent in their message for analysis.
Email Address
o The email address associated with the user submitting the message.
Subject
o The subject line of the submitted message.
Status
o The classification given to the message based on the analysis performed by the GoSecure Threat Detection
Center. For additional information on classifications, please refer to Appendix A: Classification Definitions &
Predefined Actions section.
Status Date

o The date and time the Status is given for the reported message.

Date EmailAddress Subject Status Status date
21/03/2022 14:35:35 Globaltestadmin@ ronmicrosoft.con Weekly digest: Microsoft service updates SAFE 21/03/2022 14:38:49
21/03/2022 11:57:44 Globaltestadmin@ onmicrosoft.con FW: Join us for a live demo 0 sPAM 21/03/2022 12:00:51
21/03/2022 11:47:35 Globaltestadmin@ onmicrosoft.con Out of Space PHISH 21/03/2022 11:49:43
21/03/2022 9:47:30 Globaltestadmin@ onmicrosoft.con Join us for a live demo SAFE 21/03/2022 9:51:24
18/03/2022 10:38:35 Globaltestadmin@ onmicrosoft.con GoSecure IDR Activation SAFE 18/03/2022 10:40:14
14/03/2022 11:40:43 GosecureQAdmin@ onmicrosoftco :gp‘[;:::\g] Jacoh Goldwel maved Infosec 1Y reposting to Infosec K SAFE 14/03/2022 11:45:32
14/03/2022 10:29:41 GosecureQAdmin@ onmicrosoft.co Fw: Free mobile app security scan for Android users 0 PHIsH 14/03/2022 10:31:26
14/03/2022 9:33:46 GosecureQAdmin@ ~onmicrosoft.co Fw: Do you have everything you need to capitalize on the cloud? SAFE 14/03/2022 9:36:18
11/03/2022 14:23:31 GosecureQAdmin@ onmicrosoft.co Fw: Out of Space 0 PHisH

09/03/2022 12:53:29 GosecureQAdmin@ onmicrosoft.co Fw: Webex: 42.4 Release Being Applied SAFE 09/03/2022 12:57:01
09/03/2022 637:42 GoseireOAde P — :;;n::\ir:);a":w:r‘g‘)':n!d 0OG-Ingram Micro Microsoft Modern Work Team SAFE 09/03/2022 64344
02/03/2022 9:37:45 GosecureQAdmin@ onmicrosoftco GoSecure IDR Activation SAFE 02/03/2022 9:38:52
02/03/2022 9:37:00 GosecureQAdmin@t onmicrosoftco You've joined the IDR Users group SAFE 02/03/2022 9:40:19

QUARANTINE OVERVIEW

The Quarantine section displays the pertinent details for every submitted email from your organization. It includes
classifications assigned to each message action taken on that message, logs showing the history of that message, and the
ability to view the message itself for further analysis.

Ocher

[N — % scimin e b cmsame ¢ o § T dass cate

1432022

e . won Mordsackworgral
o sz o e e o
saozon J— . roszz
102836 wes 14/03/2022 10:20:41 s 103126
ez O st ooz
- . oz
wetveImE s 10 PHisH e
. . sz
oy g e o
s 09/03/2022 63742 Gosecur=QAdmMin@ onmicrosoftcom  None SAFE 09/03/2022 64344 o orginel
REZ . oyzesnas Somcetidring crriesticon Nevs S cuyznzz0se etes!
02/03/2022 2/03/2022 9374 GosscureQAdmin@ onmicrosoftcom  None 3 /0372022 9 nl
e e Ga3ERR2: | Gessersqrsmins neom N sz osozons
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QUARANTINE CLASSIFICATION/ACTION

The classifications and action taken on submitted messages displays information on how the message is managed after
submission for analysis. A detailed breakdown of each classification and the default actions taken can are referenced in
Appendix A: Classification Definitions & Predefined Actions section.

OPENING A MESSAGE

Quarantine Administrators can review the body of a submitted message at any time using the ellipsis icon, then clicking

Open in from the menu.

live demn

Filter: | Show all - Export grid
o)l Y ende Y sentgdate Y Qua edate v Y ecpien
Weekly
v ::'gerzcoft Microsoft 365 Message center 21/03/2022 E 21/03/2022 143535 (Globaltest
os <0365mc@microsoft.com> 13:08:08 = obattes
service
updates
” Show logs
FW: Join P~ . 103/2022 - e bt
us fora Kasey O'Donnell 21/03/2022 Designate a classification » obatest
<kasey.o > clobaltest

X

g NOTE: Opening an email from quarantine downloads the message as an .em!
file, which opens within your preferred Outlook client. Take caution when
accessing a cautious or malignant message.

VIEWING MESSAGE LOGS

At any time, you can also view the full history of how a submitted message is managed. Click the ellipsis icon for the desired
message, then select Show logs from the menu.

Subject ¥ Sender
. Weekly
il digest:
I\-':I?;Zsoft Microsoft 365 Message center
. <0365mc@microsoft.com>
service
updates
FW: Joi
o Kasey O'Donnell
us fora | -
. <kasey.o 1>
live demao ’

Sent date ¥ Quarantine date + ¥ Recipients

- -

21/03/2022 E -
13:08:08 21/03/2022 1435:35  (Globaltestadn]

Open

21/03/2022 Designate a classification ’;chaltestadl‘
11:56:33 alobaltestadn|

The Log details display:

©2022 TPx Communications
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Logs of quarantined item "Weekly digest: Microsoft service updates' X

Mailbox: | Show all -

Mailbox Description Folder path Usemame Log date -

Globaltestadmin@ .onmicrosoft.com Email has been moved back to original folder Inbox System 21/03/2022 14:39:32
Globaltestadmin@ onmicrosoft.com Email has been classified as SAFE by GoSecure IDR in quarantine Inbox System 21/03/2022 14:38:49
Globaltestadmin@ onmicrosoft.com Email has been moved to quarantine and forwarded to GoSecure IDR Inbox System 21/03/2022 14:35:36

onmicr com Email has been reported by user Inbox GlobalTestAdmin 21/03/2022 14:35:35

The logs display the submitter mailbox, description of the action taken, username of who made the changes, and a date the
change is made.

DESIGNATING A CLASSIFICATION

In some circumstances, you may determine after reviewing a message that you need to assign an alternative classification.
This also changes the action taken on the message. For a breakdown of each classification and the default action, please
refer to Appendix A: Classification Definitions & Predefined Actions.

To change the classification of a message, click the ellipsis icon for the desired message, then select Designate a
classification from the menu: Safe, Caution, Spam, Virus, Adult, Phish.

M.
T Moo gy Mictosot 365 Message center 21/03/2022 .. 21/03/2022 143535  (Globaltestadmin@tean
2 <0365mc@microsoft.com> 13:08:08 —
service Soen
updates
: Show logs
FW: Join : z 1
s e Kasey O'Donnell 21/03/2022 Safe :lm.m@tear
: <kasey.o > 11:56:33 | imin@tean
live demo i
Caution
Out of Kasey O'Donnell 21/03/2022 = i N'Soar imin@tean
Space <kasey.o > 9:57:44 SISEEa S (¢ i imin@tean
Virus
’a",’ice“s for - Kasey O'Donnell AT -7 - R —— Adult  ymin@tean
N <kasey.o > 9:46:31 : et {{ Phish imin@tean

Note the following prompt after selecting the new classification:

©2022 TPx Communications 13
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portal2.idr.gosecure.net says

The email was already classified by GoSecure IDR and the users did
already receive a notification email about the classification. i you click
'OK', the dassification will be overwritten and the users will receive a
new notification email and the emails will be handled based on the new
classification. Are you sure you want to classifiy the email?

There are now two additional fields populated: Admin class and Admin Class. Date. These fields display newly assigned
classification for the message and date changed by an administrator. This overrides the original classification and action. In
the below example, we changed a message reported as Spam to Safe.

Moved
21/03/2022 back to 28/03/2022
12:00:51 original 8:23:30
folder

Globaltestadmin@! ) onmicrosoft.com SAFE 582/;) ‘3/52022 © sPam None

The action was updated to Move back to original folder because it is now SAFE.

APPENDICES

APPENDIX A: CLASSIFICATION DEFINITIONS & PREDEFINED
ACTIONS

Within various areas of the GoSecure Admin Center, there are several “classifications” that fall into our various “Status Alert”
emails that show the status of the message, which determine action taken on that message.

The 3 main statuses end users receive are:

e Green Light
e Yellow Light
¢ Red Light

There is a 4™ section (administrative) planned to capture classifications that do not apply to these main statuses. Below,
each Status lists default action, as well as which classifications fall under which status.

©2022 TPx Communications 14
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GREEN LIGHT

By default, Green Light messages are returned to the submitter inbox and are deemed safe.

X

Managed Inbox Detection and Response — Status Alert

GREEN LIGHT.
You're good to go.

The GoSecure Threat Detection Center has analyzed your submitted email
and we didn't find any malicious content.

Just click the GoSecure IDR button on any email that doesn't look right to
you!

Trust it or test it.

Here's the summary info:

Recipient: <Globaltestadmin@ onmicrosoft.com>
Submitted: 21/03/2022 14:35:35

Subject: Weekly digest: Microsoft service updates

TPx Managed Inbox Detection and Response Service is powered by

[JGOSECURE

For more details on our terms of use, please click here.

An example of a Green Light Status Alert Message
The classification that falls under the Green Light Status is:

SAFE - There are no immediate threats to the end user and the message is safe.

©2022 TPx Communications
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YELLOW LIGHT

By default, Yellow Light messages do not go back to the submitter inbox immediately. They message are quarantined for
further inspection.

X

Managed Inbox Detection and Response — Status Alert

Proceed with caution.

The GoSecure Threat Detection Center has analyzed your submitted email
and while we didn't find malicious content, the message appears to be spam.
For most users, spam is unwanted and should be treated cautiously.

Just click the GoSecure IDR button on any email that doesn’t look right to you!
Trust it or test it.

Here's the summary info:

Recipient: "Globaltestadmin@' .onmicrosoft.com"
<Globaltestadmin@ .onmicrosoft.com>
Submitted: 21/03/2022 11:57:44

Subject: FW: Join us for a live demo

To request that this message be returned to your inbox, please click here. Your system
administrator will review the request

TPx Managed Inbox Detection and Response Service is powered by
[JGoSECURE

For more details on our terms of use, please click here

An Example of a Yellow Light Status Alert Message
The various classifications that fall under Yellow Light status are:

e Spam - No immediate threat to end user, it is just spam.

e Caution - There is no direct threat found in the message, however based on previously submitted messages to this
one, it may lead to a direct threat.

©2022 TPx Communications 16
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RED LIGHT

By default, Red Light messages are not sent back to the submitter inbox and are quarantined.

X

Managed Inbox Detection and Response — Status Alert

RED LIGHT.
We found a threat!

The GoSecure Threat Detection Center has analyzed your submitted email
and it was malicious.

Thanks to your submission, we were able to protect you and your
organization.

Just click the GoSecure IDR button on any email that doesn’t look right to you!

Trust it or test it.

Here's the summary info:

Recipient: "Globaltestadmin@ .onmicrosoft.com"
<Globaltestadmin@ onmicrosoft.com>
Submitted: 21/03/2022 11:47:35

Subject: Out of Space

TPx Managed Inbox Detection and Response Service is powered by
[JGOSECURE

For more details on our terms of use. please click here

An Example of a Red Light Status Alert Message
The classification that falls under the Red-Light Status is:

Threat - The message is deemed malignant and there is an immediate threat to the end user opening or accessing content
in the message.

ADMINISTRATIVE

This section covers classifications that are typically only visible within the GoSecure IDR Admin Center. The various
classifications, actions taken, and a brief description of what the classification means are:

e |nvalid
o Invalid indicates that there was an issue with the submitted message, where the GoSecure Threat
Detection Center did not receive the submission.
o The default action is to return the message back to the submitter’s original inbox folder.
e Unprocessed

©2022 TPx Communications 17
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o Indicates an issue with the submitted message, where it was received, and that it could not be processed.
o The default action is to attempt to reprocess the email (2 attempts) prior to returning to the submitter’s
original inbox folder.

o Indicates that the message was received, the GoSecure Threat Detection Center attempted to process the
message, but it did not work.

o Default action is to return the message back to the submitter’s original inbox folder.

e SAE Training Message

o Thisis a message sent by a Security Awareness Education vendor. As an administrator, you can see which
submitted messages were legitimate submissions or test emails sent by your selected SAE Vendor. End
users cannot distinguish these messages from a legitimate suspicious or malicious email.

o By default, these messages are kept in quarantine.

GLOBAL REDACTION

Global Redaction allows end users to submit suspicious or malicious emails and also pull from other tenant mailboxes,
when they are classified as unsafe (refer to the Yellow Light and Red Light sections above for additional information on
which classifications are affected).

Global Redaction is enabled by default.

©2022 TPx Communications 18



